Graph-based analysis and visualization of large malware
datasets

Malware (malicious software, such as viruses, worms, and Trojans) is still a
significant problem in cybersecurity. Thousands of new malware variants
appear every day in the wild and anti-virus companies try to develop and
constantly improve detection methods and tools to defend our computing
infrastructures. It is also common nowadays to attack embedded systems with
malware, potentially causing disruptions in the operation of critical systems in
domains like energy generation and distribution, manufacturing, and
transportation.

Large datasets containing malware binaries are available from various sources
for research purposes. Such datasets may contain lot of useful information that
can potentially help defenses against malware, but they need to be analyzed to
obtain that information. In particular, samples in a large dataset are related in
many ways and such relationships can be modeled with graphs. For instance,
similar samples can be connected by edges transforming an unstructured
malware dataset into a similarity graph, or a pair of samples where one sample
inherits features from the other sample (e.g., a new version of a malware) can
be connected with a directed edge, and the resulting directed graph can reveal
trends in malware development. An example for a relevant analysis technique is
graph clustering, which can be used to identify groups of related samples (e.g.,
different members of the same malware family).

In this project, we give access to large collections of malware samples, and we
seek new methods for constructing graphs that represent entire malware
datasets and for analyzing such graphs in order to understand hidden structures
in the dataset. One specific goal is to understand how new malware families
emerge by constructing and analyzing dynamic graphs that represent the
evolution of the malware population. Another goal is to develop methods for
visualizing dynamic graphs representing large collections of malware samples,
where the challenge is scalability, as the size of such graphs is in the range of
multiple million vertices.

This project is part of the current research agenda of the CrySyS Lab
(https://www.crysys.hu/) at the Budapest University of Technology and
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Economics. The project is supervised by Prof. Levente Buttyan, head of the
CrySyS Lab and lecturer at AIT Budapest. The student will also have the chance
to work together with the entire malware research group within the CrySyS Lab
(https://www.crysys.hu/research/mrg), which includes other faculty members
and current PhD students.
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